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The efficiency of businesses’ e-commerce application in 2009 has been
obvious. While only 5% of total cost was spent for e-commerce and IT
investment, on average 33% of business revenue came from orders via
electronic means.

Il. E-COMMERCE HAS DEVELOPED NATIONWIDE

After 4 years’ implementation of the Master Plan on E-commerce
Development 2006-2010, e-commerce development had extended beyond
the big cities to spread all over the country.

According to the survey by the Ministry of Industry and Trade in 2009, 53% of
surveyed enterprises are located outside Hanoi and Ho Chi Minh City. The
statistics show that 100% of businesses are equipped with computers. Most
of local enterprises are connected to the Internet, mostly by ADSL. Only
about 2% of surveyed businesses use dial-up connection, and 2% have not
had Internet connection.

The assignment of staff specialized in e-commerce has been paid more
attention by local enterprises. 27% of businesses appointed staff specialized
in e-commerce. The issue of customers’ data privacy has also gained more
interest.

As e-commerce applications in enterprises intensified, the state agencies in
localities were increasingly concerned about the issue of state management
on e-commerce. With the coordination and guidance of the Ministry of
Industry and Trade, 58 out of 63 provinces and cities have approved their
own local plans for e-commerce development. Most of provincial industry
and trade departments throughout the country have appointed e-commerce
specialized staff to implement activities in this field.

Localities have also coordinated closely with the Ministry of Industry and
Trade, together with Vietnam Chamber of Commerce and Industry to
organize various activities of e-commerce training and awareness raising for
businesses, state officials and citizens. Since 2006, the Ministry of Industry



and Trade has held about 200 training courses for localities, of which over
90% are for provinces and cities other than Hanoi and Ho Chi Minh City.

With variable levels of economic development across localities, the rapid
development of e-commerce application throughout the country shows that
businesses and state management agencies in localities have been aware of
the importance of e-commerce as a driver of economic development.

[II. ONLINE PUBLIC SERVICES CONTINUED TO DEVELOP
POSITIVELY

Online public service provision was an important task specified in Decision
222: "By 2010 government agencies must provide all public services online,
in which priority are services such as electronic tax filing, electronics
customs, electronic import/export procedures, electronic procedures related
to investment and business registration, and specialized trade licenses...”.

After 4 years’ implementation of Decision 222, online public service provision
of ministries, ministerial-level agencies, provinces, and cities directly under
government have been dramatically improved. Up to now, some trade-
related online public services have been provided at level 3 such as
electronic certificate of origin (eC/O) issued by the Ministry of Industry and
Trade, electronic customs procedure by the Ministry of Finance... At nation
wide scale, 18 provinces have provided online public services at level 3,
many of which are related to trade and business such as issuing certificate
of business registration, certificate of representative office establishment,
certificate of foreign invested enterprise establishment...

In October 2005, the Ministry of Finance initiated the pilot implementation of
e-customs procedures through 2 phases: narrow pilot from October 2005 to
November 2009 and widened pilot from December 2009 to December 2011.
The e-customs procedures was aimed to facilitating export activities of
enterprises, step by step reforming customs procedures to conform with the
international customs standards, and transforming manual customs
procedures to electronic customs procedures. After the narrow pilot phase,
the Ministry of Finance has set up and fixed a model of e-customs
procedures that operate smoothly at the Customs Departments of Ho Chi
Minh City and Hai Phong City, bringing visible economic benefits for
businesses and the State through saving time, manpower, and costs. On
that basis, since the end of 2009 the Ministry of Finance has expanded the
pilot implementation of e-customs procedures to a larger scale.

The Ministry of Industry and Trade led the way in providing online public
services supporting trade activities of businesses. Since early 2006, the
Ministry of Trade (now the Ministry of Industry and Trade) has launched the



electronic certificate of origin system (eCoSys) to manage and issue C/O for
export businesses. So far, eCoSys has been implemented nation

wide, all businesses in demand can send C/O application via eCoSys to C/O
issuance agencies under the Ministry of Industry and Trade or VCCI without
entering any personal contact as before. By the end of November 2009, over
1,200 enterprises had joined eCoSys, and the total number of electronic C/O
issued reached over 70,000.

Furthermore, in implementation of Prime Minister's Decision No. 30/QD-TTg
dated January 10, 2007 approving the Plan on simplifying administrative
procedures in state management areas for the 2007-2010 period, ministries
and localities have also been promoting the provision of other online public
services. Most of ministries’ public services have now been provided online
at level 2.

V. E-LEARNING HAS BEEN FORMED AND DEVELOPED

Although e-learning is a new field, it has developed rapidly. With obvious
advantages such as the flexibility in time and studying places, e-learning
creates a favorable environment for students, especially staff of
organizations who can participate in online courses without any negative
impact to their work.

E-learning has been popularly implemented in education insitutions at both
college and university level. Many large enterprises and some state
agencies initiated the e-learning
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application process. Several enterprises providing e-learning services were
found to meet the high demand for this modern education method.

According to the survey by the Ministry of Industry and Trade on e-learning
applications at universities and colleges, 37 of 62 surveyed institutions have
implemented e-learning and 7 are planning to do so. None of the surveyees
is uninterested in e-learning. Of the 37 institutions that have implemented e-
learning, 9 have done so for more than 3 years, the remaining 28 have less
than 3 years’ experience in the field. In most institutions, the mode of
application is still limited to sharing digitalized research and learning
materials on computer networks. Some institutions have introduced learning
management software in their e-learning system to manage the online
teaching and learning process.



Aside from education institutions, enterprises and state administrative
agencies also started to implement e-learning applications, especially big
organizations with high demand for improving staff’'s knowledge and skills,
such as the Ministry of Finance, the Ministry of Information and
Communications, FPT Group, VNPT, Techcombank Vietham...

With many advantages that help to supplement the traditional education
methods, e-learning is predicted to develop rapidly in the upcoming period.

V. PURCHASING GOODS AND SERVICES VIA INTERNET
INCREASINGLY BECAME POPULAR TO A SEGMENT OF
CONSUMERS IN BIG CITIES

Along with the recent rapid development of Internet and e-commerce, forms
of trading via the Internet gradually developed and became popular to a
segment of consumers, especially office workers and students in big cities.

The most popular form of trading via the Internet was the sale and purchase
of goods and services on e-commerce websites. So far, many enterprises
have sold their goods and services via e-commerce websites, especially
enterprises in sectors of aviation, tourism, general supermarket...

By the end of 2009, trading via e-commerce websites has become popular
for several categories of goods and services such as flight ticket, electronics
goods, mobile phone, computer, books, tourism tour, hotel reservation,
perfume, flower... In order to meet consumers’ demand, enterprises also
applied flexible delivery and payment methods, from online payment, bank
transfer to cash on delivery.

Aside from professional e-commerce websites, recently, many social

networks also appeared and attracted a hundreds of thousand members.

With big numbers of participants, these social networks are becoming a

promising potential market for businesses. Many enterprises and individuals

have detected the potential and invested in these markets in various forms,

including opening sales topics and leased favorable slots for their topics to

sell goods or advertise services. Sellers directly communicate with

consumers under those topic threads and perform the sale contracts by

flexible methods which are suitable for consumers.
In this context of development, online purchase of goods and services is
becoming a visible trend and will grow rapidly in the coming time when
online payment becomes more popular and familiar with consumers.
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Table I.1: E-commerce related policy framework

Decision 191/2005/QD-TTg by the Prime Minister promulgating the Program

28/05/2007 07/07/2007

Decision N0.75/2007/QD-TTg by the Prime Minister approving the Master Plan on the
Development of Vietnam Electronic Industry towards 2010 and Vision for 2020

Directive No.07/CT-BBCVT of the Ministry of Post and Telecommunications on
Strategic Orientation for the Development of Vietnam Information and

29/07/2005

on Assisting Enterprises’ ICT Application for International Integration and Development
for the period of 2005-2010

Communications Technology in the 2011 — 2020 period (“Take-off Strategy”) Decision
N0.05/2007/QD-BTTTT by Ministry of Post and Telecommunications

090972005 Decision 219/2005/QD-TTg by the Prime Minister promulgating the Information
Development Strategy towards 2010

26/10/2007

approving the Development planning for Vietnam IT human resources towards 2020

15/09/2005 Decision 222/2005/QD-TTg by the Prime Minister promulgating of
the Master Plan on E-commerce Development for the 2006-2010 period

Decision 246/2005/QD-TTg by the Prime Minister promulgating the
Strategy
24/03/2008 Decision N0.43/2008/QD- TTg by the Prime Minister approving the
Plan of Information Technology Application in State Agencies

31/03/2000 Decision 48/2009/QD-TTg by the Prime Minister promulgating the Plan on

06/10/2005
for Vietham Information and Communications Technology towards 2010 and direction
towards 2020

ICT application in Government Agencies for the 2009 - 2010 period



07/0212006 Decision 32/2006/QD-TTg by the Prime Minister approving the Development
Plan of Vietham Telecommunications and Internet towards 2010

Decision 112/2006/QD-TTg by the Prime Minister approving the Project

03/04/2009

Decision 50/2009/QD-TTg by the Prime Minister promulgating "Regulations for
managing Software industry development program and Vietnam Content industry
development program”

24/05/2006
on the development of Vietham banking sector towards 2010 and vision for 2020

01/06/2009
Decision 698/QD-TTg by the Prime Minister promulgating the Master Plan on IT human
resource development towards 2015 and direction towards 2020

o6/12/2006 Directive 14/2006/CT-BTM by the Minister of Trade on
implementing the Master Plan on E-commerce Development for the 2006-
2010 period

Decision 40/2006/QD-BTM by the Minister of Trade issuing the Master

2. Implementation of the Master Plan on E-commerce
Development for the period of 2006-2010 (Decision
222/2005/QD-TTg)

29/12/2006 29/12/2006

Plan on Application and Development of Information Technology in the Trade Sector
towards 2010

Decision 291/2006/QD-TTg by the Prime Minister promulgating the Project on Non-
cash Payment for the 2006-2010 period and direction towards 2020 in Vietnam

2.1. Awareness raising and training

Upon implementation of Decision 222, e-commerce awareness raising activities have
both intensified and expanded. Grand events as well as competitions and award prizes
related to e-commerce have been frequently held in social life, such as the E-
commerce Gold Cup by the



12/04/2007 Decision N0.51/2007/QD-TTg by the Prime Minister approving the
Program on the Development of Vietnam Software Industry towards 2010

Decision N0.55/2007/QD-TTg by the Prime Minister approving the list of
Vietnam Association for Information Processing, the Sao Khue Prize by the
Vietnam Software Association, the “Digital Ideas” Program, the Trusted E-
commerce Business Ranking Program, and the Vietnam E-commerce Forum
(Ecombiz) by the Ministry of Industry and Trade in cooperation with the
Vietnam E-commerce Association.

23/04/2007

priority industries and spearhead industries for the 2007-2010 period, vision towards
2020 and a number of incentive policies for these industries

E-commerce training for state officials and enterprises has been implemented via
various forms such as workshops, seminars, and practical training courses. From 2006
to 2009, the Ministry of Industry and Trade have coordinated with provincial industry
and trade departments and the

03/05/2007 Decision N0.56/2007/QD-TTg by the Prime Minister approving the

Program on Vietnam Digital Content Industry Development towards 2010
Vietnam Chamber of Commerce and Industry (VCCI) to organize about 200
training courses on state management on e-commerce as well as e-
commerce application skills for state officials and enterprises across the
country.
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Full-time education on e-commerce stayed as highlight of attention for
education and training institutions. The 2008 national survey on e-commerce
education at universities and colleges by the Ministry of Industry and Trade
revealed that out of 108 educational institutions, 49 have taught e-commerce
(30 universities and 19 colleges). Of these 49, two have founded e-
commerce department and 11 have established e-commerce course
module. Several universities have made plan to further investment on e-
commerce training, with the view to perfect teaching materials and
technology infrastructure for e-commerce training, closely attach training with
business practice and society’s demands.

2.2. Legislation and law enforcement in e-commerce



By the end of 2009, the legal framework for e-commerce in Vietham had
been fundamentally established with the backbone being legal texts under
the E-transaction Law and the Information Technology Law (refer to Part Il
for details).

2.3. Online public services

By the end of 2009, most of the Ministries and 60 out of 63 provincial-level
people’s committees have had websites to interact with citizens and
organizations in society. Most of these websites bring online basic public
services such as provision of information on the government body’s
functions and activities, publication of legal regulations and administrative
procedures, and establishment of online contacts with citizens and
organizations.

Some local governments like Ho Chi Minh City, Dong Nai, Lao Cai have
provided online public services related to trade and business such as issuing
certificates of business registration, investment certificates, certificates of
representative office establishment, tax registration, seal registration...

Ministries and sectors are actively accelerating the implementation of online
public services that are crucial for trade activities, such as electronic
customs procedures, electronic C/O (certificate of origin), electronic tax filing
and submission, and e-commerce application in government procurement
(further details are provided in Chapter II).

2.4. Development of e-commerce support technologies

2.4.1. Promulgation of standards related to e-commerce

During the two years 2008-2009, the Ministry of Information and
Communications issued several standards related to IT and e-commerce for
use in data integration, information accession, data description, and
standard index for IT application in government agencies. The Ministry of
Industry and Trade publicized the National technical standards on electronic
data interchange for use in C/O issuance. Also, many businesses in the
banking-finance sector have established and applied several standards for
information exchange, card payment, international money transfer, interbank
payment and system integration (e.g. XML, ISO 8583, SWIFT...).

2.4.2. Electronic payment

In recent years, electronic payment in Vietnam developed vigorously. At the

national level, the State Bank of Vietnam officially launched the operation of

the Interbank Payment System phase
I on November 18th 2008. Since Quarter 2 of 2009, the Interbank Payment
System phase Il has been operational nationwide.



Card payment services also saw rapid growth. By the end of 2009, 45
banking institutions have issued more than 21 million payment cards with
card revenue in domestic currency totaling VND 25,000 billion and in foreign
currency registering USD 2 billion. The whole banking system has more than
9,500 ATM and 33,000 POS devices. Currently the State Bank of Vietham is
perfecting the legal foundation for promoting the development of new
payment tools and services. The systems of the two biggest card payment
alliances, namely Banknetvn and Smartlink with more than 90% of the
national card market, have been interconnected. In the upcoming time, the
system of VNBC and ANZ will be connected with Banknetvn-Smartlink to
form a single, integrated card payment system. Most of electronic payment
services in Vietnam were developed on the platform of core banking
technology transferred from overseas.

The vigorous development of new, modern payment tools have facilitated fast
and easy payment for goods and services by consumers, via the Internet,
ATM, POS, mobile phones..., which in turn promoted the development of e-
commerce.

2.4.3. Electronic business network in some large-scale economic
sectors

In Vietham, businesses in large-scale economic sectors are investing heavily
on technology innovation with the view to improve productivity and quality,
thus increase production and business efficiency. Many leading corporations
and enterprises in key sectors such as electricity, telecommunications, oil
and gas, steel, textile and garment... are now underway of developing
business models using electronic means (electronic business network).

2.5. International cooperation on e-commerce

International cooperation on e-commerce plays an important role in
supporting domestic e-commerce development and integration with the
world’s e-commerce, contributing to trade growth and raising
competitiveness of enterprises.

Concerning multilateral cooperation, in 2009, Vietnam continued active
participation in e-commerce activities within APEC, ASEAN, UNCITRAL,
UN/CEFACT..., especially in issues related to paperless trading, data
privacy, eCO issuing, Trusmark, trade facilitation, application of electronic
data interchange standards. In the framework of APEC, in July 2009, the
VECITA organized the international workshop on Privacy Capacity Building
with active participation of experts on data privacy from state management
agencies and great groups of several APEC economies such as the US,
Australia, the Philippines...



Regarding bilateral cooperation, Vietham has been actively promoting
cooperative activities with countries and territories having strong e-
commerce development such as the US, China, South Korea, Taiwan,
Japan... In November 2009, Vietnam E-commerce and IT Agency (VECITA)
of the Ministry of Industry and Trade in coordination with the Commerce and
Information Policy Bureau of the Japan Ministry of Economy, Trade and
Industry organized the international workshop on the environment and policy
on the two countries’ e-commerce, simultaneously; create a mechanism of
regular discussion of e-commerce legislation between the two agencies.

6 Vietham E-Commerce Report 2009 Vietnam E-Commerce Report 2009 7

The Ministry of Industry and Trade has also been actively supporting
enterprises, associations in participating in international organization on e-
commerce such as the Pan - Asian E-commerce Alliance (PAA), the Asia —
Pacific Trustmark Alliance (ATA). In 2008, the Vietnam E-commerce
Development Center (Ecomviet) became an official member of the ATA.

2.6. Organization of Decision 222 implementation

The Master Plan on E-commerce Development for the period of 2006-2010
has set the roadmap and overall solutions to promote e-commerce application
at the national level. Implementing

Table 1.2: The core legal framework for electronic transactions in Vietnam

29/11/2005 Law on Electronic Transactions

29/06/2006 Law on Information Technology

this roadmap, provinces and cities have made plans on e-commerce development in
their localities. By the end of 2009, all provinces and cities under Central Government
have established their own local plans for e-commerce development, of which 58
provinces and cities have had their plans approved and brought to implementation.

0910612006 Decree N0.57/2006/ND-CP by the Government on E-commerce

Decree N0.26/2007/ND-CP by the Government guiding
E-transaction Law



E-transaction

15/02/2007

Various localities have actively coordinated with the Ministry of Industry and Trade in
organizing

the implementation of the E-transaction Law on digital signature and C/A services
Law

activities to implement the solutions set out in their local e-commerce development
plans, which mainly focus on awareness raising and training of e-commerce for state
management agencies and enterprises, and assisting enterprises in adopting e-
commerce.

Apart from electronic taxation, electronic customs, and electronic payment, many other
projects prescribed by the Master Plan are now implemented by relevant ministries and
sectors, including: 1) Project “Online provision of public services in the trade sector
phase 17, 2)

23/02/2007 Decree N0.27/2007/ND-CP by the Government on electronic transactions in
financial activities

os/03/2007 Decree N0.35/2007/ND-CP by the Government on electronic transactions in
banking activities

Decree N0.64/2007/ND-CP by the Government on
E-transaction Law

E-transaction Law

E-transaction

Project “Awareness raising and training of e-commerce for the business community”, 3)
Project “Establishment of electronic business network for some large scale
enterprises”, 4) Project

10/04/2007

information technology application in Government agencies

Law and IT Law

“Application of e-commerce in government procurement” with the pilot project
“Establishment of electronic procurement system in Vietnam”.



3. Legal system for e-commerce
spam E-transaction Law and IT Law

Decree N0.97/2008/ND-CP by the Government on the

The current legal system governing electronic transaction in Vietnam is constructed
around two pillars, namely the Law on Electronic Transactions 2005 and the Law on
Information Technology

28/08/2008

management, provision and use of Internet services and electronic information on the
Internet

IT Law

2006. The former laid the legal foundation for electronic transactions by recognizing the
legal effects of data messages and giving detailed regulation for electronic signatures —
the element to ensure the reliability of data messages. The Law on Electronic
Transactions mainly regulates

Decree 63/2007/ND-CP by the Government on

electronic transactions in state agencies and business, commerce, and civil
relationships. On the other hand, the Law on Information Technology is composed of
basic provisions on the application and development of information technology and
measures to develop the

10/04/2007
administrative sanctions for violations in information technology

IT Law

infrastructure for these activities. Combined together, these two laws regulate
almost all elements related to the use of information technology and e-
commerce in socio-economic activities in Vietnam.

16/01/2008 Decree No 06/2008/ND-CP by the Government 0N agministrative fines
in commercial activities 1rade Law Decree N0.28/2009/ND-CP by the

Government
20/03/2009
on sanctioning of administrative violations in the management, provision and use of
Internet

IT Law
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Circular No.09/2008/TT-BCT by the Ministry of Industry

14/12/2009

Circular 37/2009/TT-BTTTT by the Ministry of Information and Communications
stipulating procedures and required documents for the registration, licensing, and
recognition

Decree

on digital

signature and

21/07/2008
and Trade guiding the E-commerce Decree regarding information supply and contract
conclusion on

Decree on E-commerce
of digital signature certification authorities
CA service

15/09/2008

12/11/2008

18/12/2008 24/12/2008 24/12/2008

e-commerce websites



Circular No.78/2008/TT-BTC by the Ministry of Finance guiding the implementation of
Decree N0.27/2007/ND CP of 23 February 2007 on e-transactions in financial activities

Circular 05/2008/TT-BTTTT by the Ministry of Information and Communications guiding
some articles of Decree 97/2008/ND-CP dated 28/08/2008 on managing, providing,
and using Internet services and electronic information on the Internet

Circular 07/2008/TT-BTTTT by the Ministry of Information and Communications guiding
the provision of information on personal blogs

Circular 09/2008/TT-BTTTT by the Ministry of Information and Communications guiding
the management and use of Internet resources

Circular 10/2008/TT-BTTTT by the Ministry of Information and Communications
stipulating the settlement of disputes over Vietham national domain names “.vn”

Circular 12/2008/TT-BTTTT by the Ministry of Information

Decree on
e-transaction in finance

Decree on Internet

Decree on Internet

Decree on Internet

Decree on Internet

Anti-spam

Following the promulgation of E-transaction Law and IT Law, seven guiding decrees
were issued from 2006 till 2008, establishing the core legal framework for IT and e-
commerce application in Vietnam. Of these seven decrees, three decrees guiding the
implementation of the E-Transaction Law in the trade, banking, and finance sectors
focus on the legal aspects of “data message” in some particular application areas. The
remaining four decrees address the general issues of IT infrastructure and environment
for electronic transactions in the whole society, namely digital signatures, spam, IT
application in government agencies, and Internet services and electronic information on
the Internet. Six of the seven decrees — with regulations on e-commerce, electronic
transactions in finance, Internet services and information on the Internet, anti-spam,



digital signatures and CA services, and IT applications in Government agencies — have
been detailed by circulars issued during 2008 and 2009 (Table 1.2)

Aside from legal texts under the E-transaction Law and IT Law, the legal framework for
e-commerce has been rounded by a series of bylaws that stipulate particular aspects of
the electronic transaction environment, either from the infrastructure side or the
application side. Albeit narrower scope of regulation, those bylaws help complete and
improve the effects of the whole policy-legal system for electronic transactions, guiding
the implementation of e-commerce regulations on all areas of social activities.

Table 1.3: Other texts related to e-commerce and information technology

Decision N0.04/2006/QD-NHNN of the State Bank promulgating the

30/12/2008
and Communications guiding the implementation of several contents of Decree
90/2008/ND-CP on anti-spam

Decree
18/01/2006

Regulation on safety and confidentiality of the information technology system in the
banking sector

02/03/2009

Circular 03/2009/TT-BTTTT by the Ministry of Information and Communications
stipulating management registration numbers and template of certificate of
management registration number for email, SMS and IM

Anti-spam Decree

23/03/2006 Directive N0.10/2006/CT-TTg of the Prime Minister on reducing paperwork of
state administrative agencies

Decision N0.13/2006/QD-BBCVT of the Ministry of Post and
advertisement service providers

16/03/2009 Circular 50/2009/TT-BTC by the Ministry of Finance guiding the conduct of
electronic transactions on stock markets

Circular 26/2009/TT-BTTTT by the Ministry of Information



Decree on e-transaction in finance

Decree on IT
28/04/2006 01/06/2006

Telecommunications on the functions, tasks, authority and organizational structure of
the Vietnam Computer Emergency Response Team (VNCERT)

Joint-circular No.60/2006/TTLT-BVHTT-BBCVT-BCA by the Ministry of Culture and
Information, Ministry of Post and Telecommunications and Ministry of Public Security
on the management of online games

31/07/2009
and Communications stipulating the provision of information on and assurance of
access to government agencies’ websites

application in Gov. agencies

29/06/2006

Circular No.03/2006/TT-BBCVT by the Ministry of Post and Telecommunications on
administrative handling of violations and settlement of complaints and denunciations
over the management, provision and use of internet services
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17/07/2006 D€cCision of the Prime Minister N0.169/2006 QD-TTg on ICT
investment and expenditure of the State-budgeted bodies

31/07/2006 Decision No 35/2006/QD-NHNN of the State Bank promulgating rules on
25/00/2007 Decision N0.1699/QD-TCHQ of the General Department of Vietham Customs
promulgating the process of electronic customs procedures

Decision N0.05/2007/QD-BTTTT of the Ministry of Information and

principles of risk management in electronic banking

041012006 Decision N0.223/2006/QD-TTg of the Prime Minister amending regulations on
investment and procurement of IT products using the state budget



2210212007 Directive N0.04/2007/CT-TTg of the Prime Minister on enhancing the protection
of copyright over computer programs

23/02/2007 Directive N0.03/2007/CT-BBCVT of the Ministry of Post and
Telecommunications on enhancing information security on the Internet

22/03/2007 Decision N0.18/2007/QD-BTC of the Ministry of Finance on the printing,
issuance, use and management of electronic air tickets
26/10/2007 21/02/2008

09/04/2008 09/04/2008

Communications on planning and developing Vietnamese IT human resources towards
2020

Decision N0.04/2008/QD-NHNN of the State Bank promulgating the regulation on the
provision, management and use of digital signatures, digital certificates and the use of
digital signature-certification services provided by the State Bank

Decision N0.19/2008/QD-BTTTT of the Ministry of Information and Communications
promulgating regulation on the application of information technology standards in state
agencies

Decision N0.20/2008/QD-BTTTT of the Ministry of Information and Communications
stipulating the directory of standards for information technology application in state
agencies

05/04/2007

Decision N0.05/2007/QD-BBCVT by the Ministry of Post and Telecommunications
issuing regulations on customer claim feedback and guidelines on dispute settlement
between suppliers of post, delivery,

2210512008 Official Letter N0.1594/BTTTT-UDCNTT guiding the establishment of plans for
information technology application in state agencies.

Joint Circular N0.43/2008/TTLT-BTC-BTTTT by the Ministry of Finance and



15/05/2007 19/06/2007

telecommunications and Internet services and service users

Decision N0.20/2007/QD-NHNN of the State Bank promulgating the regulation on
issuance, payment, use of bank cards and provision of bank card operation support
services

Decision No0.20 2007 QD-BBCVT of the Ministry of Post and Telecommunications
promulgating the model regulation on certification of digital signatures

26/05/2008 13/06/2008 08/07/2008

the Ministry of Information and Communications on the management and use funding
for information technology application in state agencies.

Decision No0.891/QD-BTTTT of the Ministry of Information and Communications on the
function, mission, power and structure of the National Center for Digital Signature
Certification

Directive N0.05/2008/CT-BTTTT of the Ministry of Information and Communications on
promoting the development of information

22/06/2007 Decision N0.52/2007/QD-BTC of the Ministry of Finance
promulgating the regulation on pilot e-customs procedures

250612007 Decision N0.706/2007/QD-BNV of the Ministry of Home Affairs on
the establishment the Viethnamese e-commerce association

03/07/2007 Decision N0.32/2007/QD-NHNN of the State Bank on balance limits
of anonymous prepaid cards

300712007 Decision N0.18/2007/QD-BTM of the Ministry of Trade issuing the
regulation on granting electronic certificates of origin
technology industry in Vietham

17/00r2008 Official Letter N0.2967/BTTTT-Ttra on tightened prevention of
online game hacking and deceitful messaging

1511072008 Decision N0.37/2008/QD-BCT of the Ministry of Industry and Trade
promulgating the directory of statistical indicators for e-commerce



2011012008 Decision N0.144/2008/QD-TTg of the Prime Minister promulgating
the Plan for national statistics survey

Decision N0.40/2008/QD-BCT of the Ministry of Industry and Trade on the

24/08/2007 Directive 20/2007/CT-TTg on the payment of state budget-financed salaries
through bank accounts
31/10/2008

management and use of digital signatures, digital certificates, and digital signature
certification services
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1711012008 Official letter N0.3364/BTTTT-UDCNTT on guidelines for
determining the value of software in state procurement

14/0412009 Official letter No.578/HQHN-NV by Hanoi Customs Department on
customs procedures for software imported over the Internet

vs/2009 Decision N0.2420/QD-BCT by the Ministry of Industry and Trade stipulating Plan
for providing online public services under the Ministry’s authority

o6/2009 Decision N0.594/QD-TCT by the General Department of Taxation promulgating
Regulations on ICT application in activities of the tax sector

20/07/2000 Decision N0.1830/QD-BTC by the Ministry of Finance on the pilot
project of « tax-payer filing tax declaration over the Internet »

Directive N0.04/CT-BTTT by the Ministry of Information and
Internet” promulgated in March 1997, with a rather cautious approach of
“development to follow management capacity” that set the initial legal basis
for introducing the Internet to Vietham.:Four years later, Decree 55/2001/ND-
CP on the management, provision and use of Internet services boldly
reversed the initial management norm with a new approach: “management to
follow development practices”, opening an era of vigorous growth of the
Internet in Vietham.

Table I.4: Relevant regulations on the management of the Internet



0s/03/1997 Decree N0.21/CP by the Government stipulating temporary provisions for
monitoring the Internet

23/0812001 Decree N0.55/2001/ND-CP by the Government on the
management, provision and use of Internet services

Circular No.04/2001/TT-TCBD by the General Department of Post on the

30/07/2009 31/07/2009 12/08/2009

Communications on intensifying inspection, supervision, and prevention of spam over
the mobile telephone networks

Decision N0.884/QD-TCT by the General Department of Taxation promulgating
Procedures for tax payers’ submitting tax declaration over the Internet and managing
online tax registration

Decision N0.103/2009/QD-TTg by the Prime Minister amending several articles of
Decision N0.149/2005/QD-TTg on pilot implementation of electronic customs
procedures

20/11/2001 10/10/2002 29/01/2004

management, provision and use of Internet connection service, Internet access service,
and Internet-based services in post and telecommunications

Decision N0.27/2002/QD-VHTT of the Ministry of Culture and Information on managing
and licensing of websites and information provision on the Internet

Decision N0.71/2004/QD-BCA of the Ministry of Public Security on ensuring security in
the management, provision and use of Internet services in Vietnam

25/11/2000 Circular No.222/2009/TT-BTC by the Ministry of Finance guiding pilot
implementation of electronic customs procedures

Cross-sector circular N0.235/2009/TTLT/BTC-BGTVT-BTTTT by the

14/07/2005

Cross-sector Circular N0.02/2005/TTLT-BCVT-VHTT-CA-KHDT of the Ministry of Post
and Telecommunications, Ministry of Culture and Information, Ministry of Public
Security, and Ministry of Planning and Investment on managing Internet agents

14/12/2009



Ministry of Finance, Ministry of Transport and Ministry of Information and
Communications guiding the provision and exchange of customs information and tax
payers’ information among the sectors of customs, taxation, transportation, and
Communications

11/08/2005 Decision No0.27/2005/QD-BCVT of Ministry of Post and Telecommunications
stipulating Regulations on the management and use of Internet resources

Cross-sector Circular 60/2006/TTLT-BVHTT-BBCVT-BCA of the Ministry of

Il. IMPLEMENTATION OF E-COMMERCE LAWS AND
REGULATIONS

1. Management, provision, use of Internet services and electronic
information on the Internet

In the ICT and e-commerce areas, the management, provision and use of Internet
services as well as information on the Internet were among the very first issues to be
regulated, as that was the foundation for various applications of electronic transactions
in the society. The first

01/06/2006 28/08/2008

12/11/2008
Culture and Information, Ministry of Post and Telecommunications, Ministry of Public
Security on the management of online games

Decree N0.97/2008/ND-CP by the Government on the management, provision and use
of Internet services and electronic information on the Internet

Circular No.05/2008/TT-BTTTT by the Ministry of Information and Communications
guiding some articles of Decree N0.97/2008/ND-CP by the Government on the
management, provision and use of Internet services and electronic information on the
Internet

legal text on this issue was Decree 21/CP “stipulating temporary provisions for
monitoring the

1 On 19 November 1997, the Global Internet Connection Ceremony was held at the headquarter of the
General Department of Post (now Ministry of Information and Communications).
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18/12/2008

Circular No.07/2008/TT-BTTTT by the Ministry of Information and Communications
guiding the provisions related to information provision on personal blogs stipulated in
Decree N0.97/2008/ND-CP by the Government on the management, provision and use
of Internet services and electronic information on the Internet

Another major improvement of Decree No. 97/2008/ND-CP is the narrowing of the so
called “Internet services” which is under the control of the Ministry of Information and
Communications. Previously, Decree 55/2001/ND-CP defined them broadly as Internet
access, Internet connection and Internet application services. Internet application
service is a service, which uses Internet to provide its users with various applications or
services, covering: post, telecommunications, information, culture, trade, banking,
finance, healthcare, education,

212008 Circular No.09/2008/TT-BTTTT by the Ministry of Information and
Communications guiding the management and use of Internet resources

Circular No.10/2008/TT-BTTTT by the Ministry of Information and

training, technical support and other services on Internet. According to this
definition, it can be understood that all applications based on the Internet are
Internet services. However, Decree 97/2008/ND-CP has narrowed down the
scope of Internet services to cover only Internet access service, Internet

connection service and Internet-based telecommunications
24/12/2008
Communications stipulating settlement of disputes related to national domain names

“* ”

.vn

service.’ Besides, the function of state management over the Internet was also
decentralized to various agencies: “Concerned ministries and branches shall
coordinate with the Ministry of Information and Communications in submitting to the
Government for promulgation or

In 2008, Decree No. 97/2008/ND-CP on the management, provision and use
of Internet services and electronic information on the Internet was issued to
replace Decree No. 55/2001/ ND-CP, earmarking a big progress with the
sense to create a more favorable environment for e-commerce development
in Vietnam. The biggest improvement is downsizing previous licensing
requirements of all websites to a limited group of websites, including only
electronic newspapers, general information websites and online social
networks.



Box I.1: Principles of monitoring electronic information
as stipulated by Decree 97/2008/ND-CP

Article 19. Principles of management, provision and use of electronic
information

. The establishment of websites, the provision, transmission, storage and
use of electronic information on the Internet must comply with the laws
on information technology, intellectual property, press, publication,
protection of state secrets, copyright and advertisement and regulations
on management of electronic information on the Internet.

. Press agencies that have been granted electronic newspaper operation
licenses under the press law may establish websites for use for press
activities.

. Organizations and enterprises that wish to establish general websites
shall obtain a license from the Ministry of Information and
Communications.

. Enterprises that wish to establish websites to provide online social
services shall make registration with the Ministry of Information and
Communications.

Organizations and enterprises establishing websites and using the
Internet to provide Internet-based specialized application services shall
comply with the provisions of specialized laws and relevant provisions of
this Decree.

. Organizations, enterprises and individuals other than those prescribed in
Clauses 2, 3, 4 and 5 of this Article are not required to obtain licenses
and make registration when establishing websites but shall comply with
the provisions of this Decree and relevant regulations on management of
electronic information on the Internet.

promulgate according to their competence, guide the implementation of, and
manage the provision and use of Internet-based specialized application
services in the domains under their state management function.”

According to the statistics released by the Ministry of Information and
Communications, by the end of 2009, 71 enterprises have been licensed to
provide Internet services, of which 7 were granted IXP licenses (for providing
Internet connection service) and 39 granted ISP licenses (for providing
Internet access service). However, from September 2008, the Ministry of
Information and Communications started to issue a single license, namely
license for providing Internet services, for newly registered Internet
enterprises or those who wish to extend their licenses. Organizations and
enterprises implementing specialized applications on the Internet or
establishing websites to support their specialized activities no longer have to
apply for OSP license (for providing online services). The environment for e-



commerce therefore has become less regulated and more competitive. Also,
with step-by-step removal of license barriers, the ICT infrastructure in
general has become more competent, creating a strong momentum for the
development of Internet-based services, as well as e-commerce applications
in Vietnam.

2. Digital signature and digital signature certification
services

The most frequent concerns of business and consumers when conducting e-
commerce transactions are: 1) How to verify the partner's identification and
bind their responsibilities when a whole transaction is initiated and conducted
in the electronic environment; 2) What requirements to impose on electronic
communications exchanged during the transaction process to ensure their
legal effects as evidence for dispute settlement? With the ability of
“confirming the person signing data messages and confirming his acceptance
for the data messages signed, simultaneously confirming the integrity of the
data messages’ content”, the digital signature is an effective measure and
legally recognized to solve these issues.

In Vietham, The Law on E-Transaction and the Decree on Digital Signature
and Digital Signature Certification Services established the legal framework
for applying the digital signature in every administrative, economic and civil
transaction. In the process of implementing digital signature

2 Internet-based telecommunications services are value-added telecommunications services provided via
the Internet equipment network, for example Voice over Internet Protocol.
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certificate services, the guiding documents of the Ministry of Information and
Communications also offer relatively specific provisions on the model
regulation on certification of digital signatures and the list of standards
compulsorily applicable to digital signatures and digital signature certification
services.

Box 1.2: Legal framework for Digital Signature and
Digital Signature Certification Services

The legal framework for Digital Signature and Digital Signature
Certification Services includes:

- The Law on E-Transaction



- Decree N0.26/2007/ND-CP on Digital Signature and Digital Signature
Certification Services

- Decision N0.20/2007/QD-BBCVT promulgating the model regulation on
certification of digital signatures

- Decision N0.59/2008/QD-BTTTT promulgating the list of standards
compulsorily applicable to digital signatures and digital signature
certification services

- Circular No. 37/2009/TT-BTTTT prescribing dossiers and procedures for
licensing, registration and accreditation of institutional provider of digital
signature certification services.

In June 2008, the National Center for Digital Signature Certification, under
the Information Technology Application Department was established
according to Decision No. 891/QD-BTTTT by the Ministry of Information and
Communications. Functioning as a state management agency on digital
signature certificate services, the Center takes responsibility for evaluation
and licensing organizations providing digital signature certification services in
Vietnam and for coordination of joint activities of the system.

During the two years 2008-2009, along with improving the organization, the
National Center for Digital Signature Certification drafted and promulgated
some specific regulations on implementing digital signature -certification
services, such as the Model regulation on certification of digital signatures
and Directory of standards for digital signature and digital signature
certification services. Moreover, the Center also received the registration
from some public certification services providers, preparing for the
establishment of national digital signature certification services system,
satisfying the transaction demands of the whole society.
Box 1.3: The deployment situation of digital signature certification services in
Vietnam

I. Organizations studying and implementing digital signature
certification services State agencies:

e Ministry of Information and Communications - the National Center for
Digital Signature Certification

e Ministry of Finance — e-Tax and e-Custom systems
e The State Bank of Vietham

e Ministry of Industry and Trade — eCoSys

e Ministry of Science and Technology

e Ministry of Planning and Investment — Online bidding system



Enterprises:
e Vietham Posts and Communications Group — VNPT

e NacenComm Technologies JSC (www.nacencomm.com.vn)
e Viettel Telecom JSC

e FPT Information System Corporation (FIS Corp.)

e Bach Khoa Internetwok Security (BKIS)

[I. Organizations applying to deploy digital signature
certification services e VNPT - license granted

e Nacencomm — application in process

2.1. Establishment of the public key infrastructure for the
national certification system

Public Key Infrastructure (PKI) is a set of organizational - technological
solutions and hardware - software tools to deploy digital signatures
application. At present, Vietnam is yet to have a solid and uniform PKI
model. The PKI model of Vietnam was just outlined with basic features in
Decree No. 26/2007/ND-CP of the Government dated 05/02/2007 providing
detailed regulations on the implementation of the E-transaction Law
regarding digital signatures and digital signature certification services.
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Box 1.4: PKI model in accordance with Decree N0.26/2007/ND-CP

PKI model as described in Articale 4 of Decree No0.26/2007/ND-CP comprises: - Public
CAs being institutions providing digital signature certification services to bodies,



Public CA
Figure I.1: The model of National PKI system

Specialized CA
to serve agencies

organizations and individuals for use in public activities. The operations of public digital
certification service providers are activities for business purposes.

- Specialized CAs being institutions providing digital signature certification services to
bodies, organizations and individuals whose operation or working purpose is of the
same nature and who are associated with each other by operational charters or legal
instruments stipulating a common organizational structure, associated form or common
activity. The operations of specialized digital certification service providers are not
activities for business purposes but are activities servicing internal transaction
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Item 4, Article 6 of Decree N0.26/2007/ND-CP regulates: The Cipher
Committee of the Government shall establish specialized digital
certification service providers and maintain their operation servicing
activities of political bodies.

According to the above regulations, Vietham’s PKI Model could be divided
into 2 main branches:

- The first branch comprises public CAs:

[0 The National Root CA established and maintained by the Ministry of
Information and Communications;

1 Public CAs certificated by the National Root CA.

- The second branch comprises specialized CAs:

[1 The Block to serve agencies of political system: set up and
maintained by the Cipher Committee of the Government and Ministry
of Home Affairs;

1 The Block not to serve agencies of political system: set up by
organizations to serve internal transaction requirements.
CACA

Decree No. 26/2007/ND-CP did not touch upon the interaction between CA
branches, therefore, at present the 3 above-mentioned blocks could not be
connected together. As the result, their users could not interact with each
other. This will be an obstacle to the development of e-commerce and e-
Government in the future when PKI becomes popular in Vietnam.

Being divided into 2 blocks as above is another difficulty of specialized CAs.
The vague relationship between two blocks leads to difficulties in selecting
suitable methods to implement specialized CA. Many other important
components of PKI, such as Registration Authority (RA), Validation Authority
(VA) and Time Stamping Authority (TSA) also have not been mentioned in
legal normative documents yet.

2.2. Implementation of digital signatures in state agencies

In accordance with the Law on Information Technology, ministries, industries
and provincial people's committees need to implement online public services
on their websites. According to the guidance of the Ministry of Information
and Communications, public services could be divided into 4 levels, in which
public services level 3 and level 4 require user authentication. Therefore,
authentication technologies should be deployed on the websites to improve
the quality of public services. The lack of an authentication mechanism
would limit the benefits of online public services to organizations, enterprises
and citizens. In 2007 and 2009, the Ministry of Information and
Communications received application for specialized CA registration from Ho



Chi Minh City and the State Bank. At present, the Ministry of Finance, the
Ministry of Industry and Trade, the Ministry of Planning and Investment, and
the Ministry of Science and Technology are studying to deploy specialized
digital signature certification services in order to serve ministries’
administrative management and online public services.
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2.3. Licensing of public CA service

To support important IT application projects relating to electronic
transactions, Ministry of Information and Communications have licensed
VNPT to provide public digital signature certification services (license No.
1293/GP-BTTTT dated 15/9/2009). The term of license to provide public CA
is 5 years. Since public CA is a new kind of service which affecting social
security, so the term of public CA license should be limited in order to timely
adjust the inadequacies in the management. The 5-year term is enough for
related technologies to change and for Government to supplement
appropriate requirements.

To ensure digital signature certification services are provided in accordance
with the law, after being licensed by the Ministry of Information and
Communications, public CA providers must register with the National Center
for Digital Signature Certification to be granted the digital certificates. In the
process of granting certificates, the National Center for Digital Signature
Certification will directly inspect the operation of organizations’ CA systems in
order to match with specifications registered, and then coordinate with public
CA providers to review the information inspection plans to avoid the risks in
the process of digital certificate application and fraudulent subscriber
exclusion.

At present, some enterprises have been preparing dossiers requesting the
Ministry of Information and Communications to grant public CA services
license, including NacenComm Technologies JSC, Viettel Telecom
Corporation and Bach Khoa Internet Security (BKIS).

3. Advertisement and prevention of spam via electronic
mail and message



On August 13th 2008, Decree No. 90/2008/ND-CP of the Government on
anti-spam was issued to stipulate the anti-spam regulations in the Law of
Information Technology. On December 30th 2008, the Ministry of Information
and Communications had Circular No. 12/2008/TT BTTTT guiding some
contents of Decree No. 90/2008/ND-CP. After that, Circular No. 03/2009/ TT-
BTTTT was issued on March 2nd 2009 providing detailed regulations on the
registration 1D and registration ID certification form for providers of email and
message advertisement services.

In 2009, Vietnam Computer Emergency Rescue Team (VNCERT) under the
Ministry of Information and Communications - the agency presiding the
implementation of the Anti-spam Decree - have set up contact points to
provide advices and feedbacks to businesses and consumers on the
prevention of spam. A website on anti-spam has been built and launched in
early February 2009 at http://antispam.vncert.gov.vn to publicize information
on anti-spam activities and provide guidelines for different groups on their
responsibilities of spam prevention.

3.1. General regulation framework of anti-spam

Decree No. 90/2008/ND-CP on anti-spam was formulated on two major
standpoints: protecting users against email and electronic message spam
(referred to as spam) and creating a legal framework for email, SMS and IM
advertising.

Spam, as defined by the Decree on anti-spam, are emails or messages sent
to recipients who do not wish to or are not responsible for receiving as
prescribed by law. Decree 90/2008/ND CP make strict stipulations for acts
related to spam dispersal and responsibilities of providers of Internet access
services (formerly known as ISPs), e-mail service providers, the messaging
service providers (telecommunications businesses)... for preventing spam.

The Decree distinguishes two types of spam: 1) electronic mail and
messages for the purpose of fraud, harassment or dispersal of computer
viruses, harmful software; 2) advertising electronic mails and messages that
violate the regulations on advertising electronic mails and messages.
Therefore, in order to not be classified as spam, advertising emails and
messages ought to meet very strict requirements on the form, content and
mode of sending.

Box 1.5: Principles of sending advertising electronic mails and text
messages

Requirements on advertising electronic mails
1. The subject matter must match the content, and the advertising content
must comply with the advertisement law.



2. An advertising electronic mail must be marked under Article
10 of this Decree. 3. There must be information on the
advertiser.
4. In case of using an advertisement service, there must be additional
information on the advertisement service provider .
5. There must be an opt-out function

Requirements on advertising text messages

1. An advertising text message must be marked under Article 14 of this
Decree. 2. In case of using the advertisement service, there must be
additional information on the advertisement service provider.

3. There must be an opt-out function

Principles of sending advertising electronic mails and text
messages: 1. Organizations and individuals, except advertisement
service providers, may only send advertising electronic mails or text
messages after obtaining prior consent of recipients; 2. Advertisement
service providers may only send advertising electronic mails or text
messages until recipients opt out of further advertising electronic mails or
text messages; 3. Within 24 hours after receiving an opt-out request, an
advertiser or advertisement service provider shall stop sending
advertising electronic mails or text message that have been opted out of
by recipients, except in force majeure cases.

Principles of sending advertising electronic mails and text messages
by advertisement service providers:

1. Advertisement service providers may only send advertising electronic
mails or text messages from systems with technical information already
registered with the Ministry of Information and Communication.

2. Electronic mail advertisement service providers may not send more than 5
advertising electronic mails to a single electronic mail address within 24
hours, unless otherwise agreed upon with recipients.

3. Text message advertisement service providers may not send more than 5
advertising text messages to a telephone number within 24 hours and
may only send them from 7:00 hrs. to 22:00 hrs., unless otherwise
agreed upon by recipients.
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3.2. Monitoring of advertising e-mails and messages

Regarding the sending of advertising emails and messages, Decree No.
90/2008/ND-CP specified two groups of subject: the advertisement service
provider and self-advertiser. The difference between the two groups is the
latter one can only send advertisements upon prior consent of the recipient
(OPT-IN), while the former is entitled to send advertisements without prior



consent of the recipient (OPT-OUT). This model has encouraged the
formation of a group of professional advertisement service providers.
However, advertisement service providers must obtain registration ID from
the Ministry of Information and Communications before providing services,
and operate under close supervision of relevant State management
agencies.

Box 1.6: Conditions for providing email and message advertisement
service

Electronic mail advertisement service providers:

1. Having a website with a Vietnam- based server used for sending
advertising electronic mails and using the Vietnamese nation domain
name “.vn”;

2. Having a system for receiving and processing recipients’ opt-out
requests; 3. Processing a management registration number issued by the
Ministry of Information and Communication.

Text messaging service providers:

1. Using subscription numbers which are issued by a Vietnamese text
messaging service provider for sending advertising text messages;
2. Having a system for receiving and processing recipient’s opt-out
requests; 3. Possessing a management registration number issued by the
Ministry of Information and Communication.

Internet-based text messaging service providers:

1. Having a website with the Viethamese nation domain name “.vn” and
Vietnam-based servers for sending text messages;

2. Possessing a management registration number issued by the Ministry of
Information Communication.

The issuance of registration IDs is based on assessment of the businesses’
operation activities and its technical systems. Registration IDs are only
granted when businesses fully meet the criteria stipulated in the Anti-spam
Decree. By the end of 2009, 47 businesses have been granted registration
IDs for providing advertisement services via emails, SMS and Internet
messaging.

3.3. Implementation of anti-spam measures

In 2009, anti-spam activities focused on preventing spam via mobile
telephone networks, mainly through coordination between state
management agencies and telecommunications businesses.

3.3.1. Action by mobile telecommunications businesses



Based on the guidance of VNCERT in Official Letter 76/VNCERT, from May
1st to June 30th 2009, mobile phone companies have deployed a series of
anti-spam measures, including:
- Labeling advertisement messages; providing network subscribers with the
ability to refuse advertising messages from the mobile phone company;

- Sending advertisements to subscribers to seek their consent to receive
advertising messages from the mobile phone company, and storing full
data of subscribers’ reject or consent from the date of May 1st 2009;

- Sending messages informing network subscribers of their rights to refuse
advertisement messages;

- Implementing awareness raising measures such as sending messages or
posting notice on the website to inform subscribers of the forms of
promotion that the businesses conduct, publicizing the fees charged on
messages sent to three and four-digit numbers, specifying the contact
points to receive spam reports and instructions to report spam;

- Establishing focal points to coordinate with state agencies in handling
spam.

In addition to the above measures, businesses also implemented many other
activities to prevent spam such as setting up hotlines to receive spam report
from subscribers; revoking service numbers of content providers who
dispersed spam; sending official letters to content providers to request
compliance with anti-spam regulations; supplementing anti-spam provisions
into contracts with content providers; developing tools to support subscribers
to prevent spam...

3.3.2. Actions by content providers (CP)

Beside cooperation with mobile telecommunications businesses, in 2009 the
Ministry of Information and Communications was conducting a number of
propaganda activities with content providers, who were a major source of
spam dispersal. The common way to send spam of content providers is to
buy prepaid SIM for sending bulk messages, advertising the services that
each CP provides. Due to lots of shortcomings in the present mechanism for
managing prepaid SIMs, as well as lack of a well-defined regulation
framework for the operation of content providers, spams sent by this way are
hard to control. VNCERT’s survey in 3/2009 of content providers’ spam
practice showed the following results:
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Figure 1.2: Results of survey on content providers of their spam practice

With the implementation of comprehensive measures to implement anti-spam
regulations, the spam volume in 2009 has decreased significantly. To better address
this problem, next year the monitoring, inspection, handling of violations and
awareness raising activities will be accelerated.

4. Information provision and contract conclusion on e-commerce
websites

On July 21st 2008, Minister of Industry and Trade promulgated Circulars No.
09/2008/TT-BCT guiding the implementation of the E-commerce Decree on information
provision and contract conclusion on e-commerce websites. It is the legal text that
directly regulates the business activities of e-commerce websites in Vietnam, related to
the interests of businesses and consumers participating in e-commerce transactions.

Regularly sent spam
Occasionally sent spam
Never sent spam



26.3%

47.4%
Be aware of harmful e ect of sending spam Not yet

65.8%

36.8%

Box I.7: Circular 09/2008/TT-BCT on information provision and contract
conclusion on e-commerce websites

Along with the improvements of the infrastructures and legal environment over the past
three years, applications of e-commerce in companies are increasingly widespread,
especially those based on the Internet. The number of e-commerce websites has
increased rapidly. Due to the distinctive features of the Internet, the processes of and
conditions for transactions on these websites are very different from conventional ones,
especially in the contract-conclusion step. Nevertheless, such transactions were yet to
be covered by regulations of the current legal system. Transactions on websites have
been done spontaneously and there was no legal basis on which disputes can be
settled.

Other CPs sent spam Increasing pro t O setting the loss from promotion cost sharing
Reasons for sending spam

In this context, drafting a document guiding the process of concluding contracts on
Others

e-commerce websites is particularly necessary, with the view to set up common
principles

and standards for websites’ operation, enhance the transparency of e-commerce
Survey results show that most content providers used to send spam, although
most are aware of the practice’s harmful effects. Apart from the purpose of



increasing profits, many CP sent spam to offset the loss that occurred in the
form of promotion cost sharing with mobile telecommunications businesses.:

According to figures provided by the mobile telecommunications service
providers, Vietham now has about 150 CP that own 4-digit commercial
numbers.: Currently these CP not only provide services on their own but also
lease the number to other businesses (sub-CP) for exploitation. Several first-
tiers CPs have been sanctioned with heavy fines for losing control over their
sub CPs that led to spam being dispersed from the mobile numbers they
owned.

3.3.3. Handling of violations

In 2009, the Inspectorate of Ministry of Information and Communications has
sanctioned six businesses for sending spam with penalties ranging from VND
10 to 40 million and warning 20 other enterprises for violation of anti-spam
regulations.

3 Some mobile telecommunications companies impose a self-developed formula to make CPs share the cost
promotion, under which revenue per month from the service CPs provide over their mobile networks will
be deducted a certain amount to share the promotion cost that the mobile companies incur to attract
new subscribers to their networks.

4 Data compiled from websites of the three largest mobile telecommunications companies: Viettel,
Vinaphone and Mobifone: http://www.vietteltelecom.vn/; http://vinaphone.com.vn/;
http://mobifone.com.vn.

transactions, protect and balance the interests of different parties in the
transactions.

Performing the function of state management over e-commerce, the
Ministry of Industry and Trade has drafted and promulgated Circular No.
09/2008/TT-BCT dated 21/07/2008 guiding the provision of information
and conclusion of contract on e-commerce websites. The Circular was
stipulated on the following premises:

- The Circular only covers issues pertaining to the practice of contracting
on e-commerce websites. General matters of contract performance is
regulated by universal laws on contracts (as business activities of
enterprises are governed by general laws on commerce).

- The Circular is confined to regulating business-to-consumer (B2C)
contracting on e-commerce websites. Consumer-to-consumer
contracting are civil transactions and thus, not subject to the Circular’s
prescription.

- The Circular's objective is to ensure balance of interests among
contracting parties on e-commerce websites. Customers often are in
disadvantageous position when it comes to accessing information and
setting terms and conditions of contracts. Therefore, the Circular
provides a common framework of regulations on the information
needed to provide and the contracting process to follow on e-
commerce websites, with the view to ensure basic interests for



consumer. Whereas, enterprises are the party to set the terms of
contracts, thus can specify provisions and take relevant measures to
protect themselves in doing transactions with consumers over the
website.
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Based on distinctive features of the network environment, the Circular
specifies an exemplary contracting process on an e-commerce website. On
this ground, the scope of liability of each party to a transaction is clearly
defined, and the asymmetric nature between buyers and sellers could be
largely reduced.

Besides provisions on the contracting process, the Circular also stipulates in
details the provision of information on e-commerce websites to protect the
rights of customers. Accordingly, sellers have to provide at least the
following details on their website: company name, address, email address,
telephone number and business registration number, and comply with some
basic principles of protecting customers’ personal information. Additionally,
they also have to provide sufficiently and clearly information relevant to the
transactions on their websites, such as item description, price, delivery
methods, payment methods, and other transaction terms.

To bring the provisions of Circular 09/2008/TT-BCT to life, during 2008 and
2009, the Vietham E-Commerce and IT Agency (VECITA) has implemented
a series of activities to promote and ensure the compliance with the Circular
among e-commerce businesses in Vietnam. In the first phase of
implementation, the chosen approach was to focus on the awareness raising
activities that target a selected group of e-commerce websites. The
experience drawn from this phase would be the basis for implementing
compliance measures in the next phase, with broader target and stronger
enforcement effects.

- In late 2008 VECITA held workshops to introduce the contents of Circular to
selected e-commerce businesses in Hanoi and Ho Chi Minh City.

- In November 2008, VECITA conducted a survey of 50 e-commerce websites
on their compliance with Circular No.09/2008/TT-BCT and sent Official Letter
No. 395/TMDT-PC to remind website owners to comply with the provisions
of the Circular.

- In February 2009, the review of the above 50 websites showed that 8 websites
had made revisions and changes in accordance with recommendations of
Official Letter No.395/ TMDT-PC, 37 had not made any progress, and 5 had
temporarily ceased operation. Based on these results, VECITA collaborated
with the Inspectorate of the Ministry of Information and Communications and



Market Control Department held one workshop in Hanoi (March 2009) and
one in Ho Chi Minh City (May 2009 ) to remind websites to comply with the
Circular and answer questions of businesses during the implementation
process.

- In July 2009, VECITA conducted a third review of the above websites and
organized visits to website owners in Hanoi and Ho Chi Minh City to discuss
difficulties and problems that deterred their compliance with the Circular. As
the result of these efforts, by the end of 2009, 50% of websites had fully
complied with the Circular’s provisions, the remained websites also showed
progress in updating the lacked information.

According to the plan, in 2010 VECITA together with the Inspectorate of the
Ministry of Information and Communications and the Market Control
Department is going to officially inspect businesses on their compliance with
Circular 09/2008/TT-BCT.

5. Virtual property

The development of e-commerce has spurred many new issues, from
technology to property issues. Domain name and virtual property in online
games are two emerging topics in the past years, abreast with the
development of e-commerce in Vietnam.

5.1. The settlement of domain name disputes

Domain name associated with websites is becoming a more and more
integral component of the trademark and image of enterprises. International
domain names for common use such as .com, .net, .org, .info belong to the
commercial domain name group which is sold through agents appointed by
the International Corporation for Assigned Names and Numbers (ICANN) or
other second-tier agents. National domain names with country codes such
as .jp (Japan), .fr (France)... are registered in accordance with such nations’
regulations. Viethnam Internet Network Information Center (VNNIC) is
commissioned to manage Vietnamese national domain names “vn”. By
December 2009, the total number of assigned “vn” domain names was
approximately 125,000.°

While international domain names are considered goods to be widely sold in
many ways and at various prices upon the market demand, the domain
name “.vn” is regarded as a part of the national information resources,
protected by law and managed under a relatively rigid registration —
allocation mechanism. The person who registers a domain name “vn” is
protected by laws and provided with technical assistance by domain name
registries as well as VNNIC to ensure that his domain name would be
appropriated. At present, Vietham has sanction measures against domain



name violations mentioned in the Decree No. 63/2007/ND-CP and the
Decree No. 28/2009/ND-CP by the Government.

With the steady growth of the number of e-commerce websites in recent
years, disputes over domain names, especially those related to trademarks
and commercial names have increased both in number and complication
level. In this context, there is urgent need for an efficient dispute settlement
mechanism besides the existing administrative complaints procedure of
which VNNIC is the focal point.

Box 1.8: Regulations related to domain name in some laws

Item 3 Article 68 of the Law on Information Technology stated:
“Organizations and individuals that register to use Viethamese national
domain names ending in ".vn" shall be responsible before law for their
use purposes and the accuracy of registered information and ensure that
the registration and use of Vietnamese national domain names ending in
".vn" do not infringe upon the legitimate rights and interests of other
organizations or individuals, which are available before the date of
registration.”

According to Point d Article 1 Article 130 of the Law on Intellectual
Property, the act of registering or possessing the right to use or using
domain names identical with, or confusingly similar to protected trade
names or marks of others, or geographical indications without having the
right to use, for the purpose of possessing domain names, benefiting from
or prejudicing reputation and popularity of respective marks, trade names
or geographical indications is considered to an act of unfair competition.

5 Figures VNNIC provides on its official website www.vnnic.vn.
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In December 2008, the Ministry of Information and Communications (MIC)
promulgated the Circular No. 10/2008/TT-BTTTT, providing for the
settlement of disputes over Viethamese national domain name “vn”. Being
formulated in close observation of INCANN’s “Uniform Domain Name
Dispute Resolution Policy”, the Circular is the ground for arbitrator
organizations and tribunals while settling civil or commercial disputes
associated with domain names under the national domain name “vn”. The
Circular sets the most general principles for dispute settlement, including
conditions for initiating a lawsuit over a domain name dispute, grounds for
defining “acts of using a domain name with a malicious intent”, and “proofs of
lawful rights and interests related to the domain name”. The Circular also



defines different ways of settling domain name disputes and responsibilities
of concerned parties.

Applying the verdict of courts and arbitrators for domain name disputes is a
big change to the management mechanism for this important Internet
resource. By reducing administrative intervention and raising the role of
social institutions, the regulation will help to establish a fair and transparent
mechanism for domain name allocation, create a healthy competition
environment in the internet realm and contribute to e-commerce development
in Vietnam.

5.2. Virtual property in online games

In recent times, in Vietnam and in the world, a new kind of entertainment,
namely online games - has appeared. Online games have a great
community spirit, uses advanced technology and quickly dominates the
entertainment market with a very high rate of the yearly turnover growth.

According to figures provided by MIC,*up to February 2009, there have been
15 enterprises providing 25 online games in Vietnam market. It is estimated
that the online game services turnover of Vietnam market in 2008 is about
80 million USD (approximately 287 billion VND) with 3700 laborers,
contributing a tax amount of 287 billion VND for the state budget. The
turnover of online game services in 2010 is expected to reach at least 85
million USD.

On June 1st 2006, the Ministry of Culture and Information, Ministry of Posts
and Telecommunications, and Ministry of Public Security issued the Joint
Circular No. 60/2006/TTLT BVHTT-BBCVT-BCA on online games
management. The Circular defines conditions for provision of online games
services and responsibilities of related parties, putting forward measures of
management of online games players. In the Circular, providers of online
games services are required to apply technical measures to limit the playing
time online games. However, due to the complication of virtual property in
online games, Circular yet has specific regulations on trading and exchange
of virtual property.

“Virtual property” is a term used by mass media to refer to images, objects,
characters, equipments ... in online games, being the topic of public
attention. However, at present, there are not any legal regulations on
defining what virtual property is and whether products created in games are
considered to be a kind of property or not. The Circular No. 60/2006/TTLT-
BVHTT

BBCVT-BCA mentioned “valuable properties”, referring to products existing in games,
created



6 Figure announced at Workshop “Development of online game services in Vietnam: Real situation and
issues of the management work” organized by MIC in Ho Chi Minh City on Feb 20, 2009.

by service providers and users which can be online games in the playing
time. However, the Circular's regulations in which enterprises are not
allowed to create properties in games with purposes of business and
benefits have been not abided by game providers.’

Box 1.9: Virtual property — A “hot” transaction market

It is estimated that the average value of virtual property transactions per
day is about VND 4 billion. Some companies and online supermarkets
have been opened to deal with virtual properties trading. The turnover of
these companies reaches hundreds of millions VND. However, it's the
modality of direct trading between enterprises and game players which
really develops. Many game players themselves spend a fair amount of
money buying these virtual properties. A player could spend several
hundreds of millions or billions of Vietham dongs buying many virtual
properties not only for himself but also for other members of his guild in
the game. On the other hand, specific virtual properties are extremely
valuable, eventually more than other real properties. For example, on Feb
14th 2009, in the auction of virtual property organized by M4G, a player
spent 265 million VND buying a virtual ring in the game “Vo Lam Truyen
Ky” issued by Vinagame. Also in this auction, there were 24 products sold
with the total money of 930 million VND. Although there is yet an official
data of the total value of virtual property transactions at present, through
the above examples, it can be affirmed that this is a new economic area
which brings remarkable benefits.

Source: http://gamethu.vnexpress.net.

Although the scale and value of virtual property transactions is greater and
greater, at present, there are not any legal regulations on recognition or
protection of virtual property. State management agencies are yet reach a
common opinion and approach to this issue.

Box 1.10: Experts’ opinions about virtual property

According to a representative from the Ministry of Justice, from the
perspective of regulations of the Civil Code, “virtual property” is not a
property due to the lack of sufficient characteristics of an object or
property rights.

The MIC gives the opinion: owning virtual property in games is the top
element attracting players and trading of products in games is popular in
the black market. Many products are auctioned with the price of tens of



millions VND, and this is the key to the arising of negative activities in
games such as hacking, swindling, contradictions among players, social
disorder and insecurity. Therefore, at present, although products in games
are yet recognized as properties by law, in fact, there are trading and
transaction activities of these products. Then, a question is raised:
whether the existence of properties in games should be recognized as a
kind of “virtual property” or not and if the answer is “yes”, at what level
they should be recognized.

7 Article 9 Item 5 Circular 60 stipulates “Enterprises providing online game services are not allowed to
create valuable properties in games with the purposes of business and benefits and to edit information
of properties and value of players”.
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According to the MOIT’s representative, virtual products in game online are properties
and can be bought, sold, transferred as stipulated in the Civil Code, Commercial Law
and other legal texts. Besides products in online games, virtual property includes
domain names, email accounts, online accounts and other resources in the internet
zone. Due to the complication of issuance of legal texts on virtual property trading,
there is a need of time for studying

Figure 1.3: VNISA'’s statistics of kinds of Internet attacks

Attacks faced by organizations since January 2009

potential social impacts of these regulations, simultaneously for considering the
feasibility of regulation implementation after issuance as well as building capacity for
the bodies of supervision, trial and dispute resolution.

Source: Documents announced at the Workshop ““Development of online game
services in Vietnam: Real situation and issues of the management work” organized by
MIC in Ho Chi Minh City on 20 Feb 2009.

On the other hand, approaches to the issue of online games providing companies also
vary. While some providers such as FPT Telecom, VASC ... say that they have
recognized the right of trading and exchange of properties in games since 2006, some
other providers, for example, VinaGame give an opposite view: “Virtual property is a
stretch of codes in games, it belongs to games, the providers only buy the copyright for
issuing games, they do not buy codes. Therefore, virtual property cannot be recognized
as a kind of property and protected”.
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trading and transfer of virtual property in online games is still difficult. On the
other hand, trading of virtual properties in online games in particular and
virtual property in general is a complicated issue and under controversy
worldwide and there is almost no country promulgating legal texts governing
the issue yet. Therefore, promulgating regulation on management of virtual
property transactions also needs to be studied and implemented carefully to
ensure the feasibility while implemented in reality.

6. Safety and security in transactions and violation handling

According to the MOIT’s survey in 2009 on the e-commerce application
among enterprises nationwide, safety and security in electronic transactions
ranks 3rd among the top obstacles to the e-commerce development in
Vietnam. This result shows realities in recent years exactly, when acts of
swindling and crime in the internet zone tends to increase, giving a
remarkably negative impacts on the confidence of consumers and
enterprises towards this new business method. There are various kinds of
crimes: swindling in online transactions, ATM forgery, virus dispersion,
password stealing, destruction of database of websites of individual and
enterprises ...

Source: Results of the VNISA’s survey, announced at the Workshop “Information security in

Vietnam” in Hanoi on Nov 24, 2009.



In 2009, the Vietnam Information Security Association conducted a survey of
500 organizations to assess the awareness of information security.
Questions of the survey focused on the ability of threat acknowledgement
and measures of protection against attacks over organizations’ information
system in the internet zone. The figures collected show that the common
awareness of information security of enterprises is not good, proved as
follows:

- Having low acknowledgement of attacks, unaware of the driving-fore for
attacks (35% of the organizations being asked eventually do not know
whether their organization’s system is attacked or not);

- Being capable of determining the seriousness of consequences when
attacked (over 70% of the ones being asked cannot estimate the
financial damage when their organization’s system is attacked);

- Mostly not having the process of respond to attacks, not having the
regulation on information security (approximately 75% revealed they
neither have nor know this process);

- Mostly informing internally when having breakdown.

Beside enterprises’ low awareness and weak preventive capacity, another
reason for the increase in the number of internet crimes in the past time is
the weak deterrent effects of current sanctions on violations of laws and
regulations. At present, the heaviest level of penalties for most of

32 Vietnam E-Commerce Report 2009 Vietnam E-Commerce Report 2009 33

high-tech criminals is administrative penalties such as warning, informing the
management agency, fining with the amount not equivalent to the action’s
seriousness.

The fact poses an urgent need for state management agencies that they
have to promptly complete the legal framework and raise the penalty levels
to establish an organized and healthy e-commerce environment in Vietham.
Up to late 2009, penalties towards acts of criminals in the internet zone
mainly base on the following legal texts:

- Law on Electronic Transactions 2005;
- Criminal Code 1999;

- Decree No. 97/2008/ND-CP on the management, provision and use of
internet services and electronic information on the internet;



- Decision No. 71/2004/QD-BCA Decision No 71/2005/QD-BCA by the
Ministry of Public Security for assuring the safety and security for the
management, provision and use of internet in Vietnam.

However, these above legal texts just partly provide assistance for
condemnation, not for the defining of penalty frame for criminal acts within
the internet zone. Therefore, investigation agencies still face difficulties in
dealing with criminals even the criminal agents and acts have been already
defined.

The National Assembly approved the Law on amendment and
supplementation of some articles of the Criminal Code on Jun 19th, 2009
(came into effect on Jan 1st, 2010) marks a great advance in the efforts of
state management agencies in order to establish a more complete, strict and
clear sanction framework for acts of high-tech crime, contributing to the build-
up of a safe, healthy environment for electronic transactions in general and
for e-commerce in particular. In the new Law, regulations on Information
Technology crimes at Article 224, 225 and 226 of the Criminal Code are
amended and supplemented in the orientation of enlarging the governing
scope from the environment of computer network to the telecommunications
network, Internet and digital devices. The Law also concretizes and raised
the penalty frame towards acts of crime, including dispersing viruses,
obstructing or disturbing operation of networks of computers,
communications and digital devices, uploading or using information illegally
in the network of computers, telecommunications and digital devices. The
penalty framework for all the above acts are raised, including administrative
and criminal penalties (the heaviest level of fining as provided by old
regulations which was 100 million VND is now increased to 200 million VND,
the penalty of 12 years’ imprisonment replaces the old level of 7 years). Acts
of crimes are also concretized and the seriousness of which is classified so
that suitable penalties would be applied.

Especially, that the Law on amendment and supplementation of the Criminal
Code adds some acts of crime specifically such as “Doing business,
exchanging, offering, editing, changing or publicizing legal private
information of other agencies, organizations, individuals in the network of
computers, telecommunications; internet without the consent of the
information owner”, shows the interest of law enforcement agencies in data
privacy within the internet zone, in the context that electronic transactions
are expanding to every aspects of life and giving impacts on each individual
of the social community.

Beside the improvement of old regulations, the new Law also supplements
two new information criminals, namely “lllegally accessing the computer
network, telecommunications network, the internet or digital devices of
others” and “Using the computer network, telecommunications network,
internet or digital devices to perform acts of properties appropriation”, in order



to deal with some kinds of the most popular criminals in the past time,
especially the act of stealing others’ money through ATMs.

Box .11
Two new articles related to high-tech crimes in the Law on
Amendment and Supplementation of Some Articles of the
Criminal Code

Supplement of Article 226a as follows:

“Article 226a. Crimes of lllegally accessing computer networks,
telecomunication networks, the Internet or other digital devices of other
people

1. Anyone who intentionally ignore the warning, break accessing code and
firewall, use the administrator's rights, or in other ways access the
computer network, telecommunications network, internet or digital
devices of others to get the control right; intervene the functions and
operation of digital devices; steal, change, spoil, forge or using services
illegally shall be subject to financial penalty of VND 20 to 200 million or
imprisonment from 1 to 5 years.

2. For the following circumstances, the sentence shall be raised to 3 to 7
years’ imprisonment: a) Organized crimes; b) Crimes by corruption of
one’s position and powers; c) Yield of substantial illegal benefits; d)
Causing severe consequences; €) Serious recommit of crimes.

3. For the following circumstances, the sentence shall be raised to 5 to 12
years’ imprisonment:

a) To act against the database system of state secret; the information
system for national security and defence;

b) To act against the national information infrastructure; the information
system for the National Electric Grid operation; the information system of
finance and banking, the traffic control information system;
¢) To commit crimes that result in very or extremely great
illegal benefits; d) To cause highly or extremely severe
consequences;.

4. The person who commits crimes may also be subject to additional penalty
of VND 5 to 50 million; forbidden to undertake a position, to practise a
profession or take a given work form 1 to 5 years.”

Supplement of Article 226b as follows:

“Article 226b. Crime of using computer networks, telecommunicatiions
networks, the Internet or digital devices to perform acts of properties
appropriation

1. Anyone who uses computer networks, telecommunications networks, the
Internet or digital devices to perform one of the following acts will be



subject to financial penalty of VND 10 to 100 million or imprisonment of 1
to 5 years:

a) To use account or banking card information of other agenices,
organizations, individuals to appropriate their properties or to forge
banking cards to appropriate properties of the card owner or pay for
goods, services;
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b) To access accounts of agencies, organizations, individuals in order to
appropriate their properties;

c) To swindle in e-commerce, currency business, mobilization of credit and
capital, buying, selling and paying stocks in the internet zone in order to
appropriate properties of agencies, organizations, individuals;

d) To perform other acts in order to appropriate properties of agencies,
organizations, individuals.

2. For the following circumstances, the sentence shall be raised to 3 to 7
years’ imprisonment: a) Organized crimes; b) Multiple recommit of
crimes; c) Peform acts professionally; d) Appropriate properties worth
from VND 50 to under 200 million; e) Cause severe consequences; €e)
Serious recommit of crimes.

3. For the following circumstances, the sentence shall be raised to 7 to 15
years’ imprisonment:
a) Appropriate properties worth from VND 200 to under 500 million;
b) Cause highly severe consequences.

4. For the following circumstances, the sentence shall be raised to 12 to 20
years or life imprisonment:
a) Appropriate properties worth over VND 500 million;
b) Cause extremely severe consequences.

5. The person who commits crimes may also be subject to additional penalty
of VND 5 to 100 million; confiscated a part or the whole properties;
forbidden to undertake a position, to practise a profession or to take a
given work form 1 to 5 years.

New regulations of the Law on amendment and supplementation of some
articles of the Criminal Code express the society’s great concerns about the
most common kinds of criminals in the past time. However, that information
technology and technology is the area of quick development and incessant
changes leads to the birth of many new kinds of criminals which are yet
governed by the current legal system. Therefore, there are still many things
to study to add in the next basic and comprehensive amendment of the
Criminal Code.



lIl. CHALLENGES IN THE IMPLEMENTATION OF E-

COMMERCE LAWS 1. Slow realization of many legal

texts

Since the National Assembly approved the Law on Electronic Transactions
2005 and the Law on Information Technology 2006, in the term 2006-2008,
the Government, ministries and branches promulgated many legal texts
related to e-commerce, in order to bring regulations of these laws into real
life. It can be said that up to late 2008, the legal framework of e-commerce
has been basically shaped.

However, because e-commerce is a new area with rapid change and
development, the detailing of regulations on electronic transactions and
other e-commerce related activities, such as digital signature, electronic
invoice, and dispute handling... is still slow, limiting the development of this

area.

Additionally, for various reasons, the implementation of promulgated legal
texts has many shortcomings. Enterprises have not made adequate
compliance with the state regulations, for example, regulations on anti-spam,
information supply and contract conclusion on e-commerce websites...

2. Shortcomings of the propaganda and popularization of e-
commerce

In the passing time, state management agencies and mass media agencies
have made many efforts in the propaganda and popularization of e-
commerce and gained encouraging results. The awareness of e-commerce
of enterprises and people has been clearly improved. In details, the number
of enterprises applying e-commerce increases with every passing day, online
shopping has become more and more popular in big cities...

However, these activities mainly focused on encouragement for e-co